
 

 

How We Protect Your Personal Data 

 

INTRODUCTION  

SECTION A. Key points to note before reading this Privacy Policy (hereinafter the "Policy") 

A.1. Why does this Policy contain capitalised terms? 
 

The capitalised terms are defined in section 8 below (see section 8 – USEFUL DEFINITIONS). 
 

A.2. Who does this Policy apply to? 

 
This Policy applies to Customers (hereinafter referred to as “you” and, by extension, “your”) whose personal 
data (hereinafter “personal data”) is processed by RENAULT s.a.s., the parent company of the Renault Group, 
which is located in France, at 122-122 bis avenue du Général Leclerc, 92100 Boulogne-Billancourt CEDEX 
(hereinafter referred to as “Renault” or “we” and its variants “us” and “our”). 
 
For the purposes of this Policy, a “customer” is: 
(i) any person who contacts us to obtain information about the products and services we offer and/or who has 
interacted with us to express an interest in the products and/or services of the Renault Group, and who has 
consented to be contacted by Renault for this purpose; 
(ii) any retail customer who has purchased, for their private use, a Renault Group brand vehicle, namely 
Renault, Dacia, Alpine and Mobilize Beyond Automotive and, in Korea, Renault Samsung Motors (hereinafter a 
“Vehicle”); 
(iii) a retail customer who has purchased products (such as accessories) and/or services, particularly services 
linked to Vehicles (such as Connected Services). 

Please also note that the Products and Services we offer are mainly intended for adults and, where applicable, 
for minors represented by their legal representatives. However, as such Services are not specifically intended 
for minors, their personal data is only occasionally processed. 

A.3. What activities does this Policy cover? 

 

To meet the needs of its customers at every stage of their lives as motorists, Renault has evolved from being 
solely a manufacturer of Vehicles and a supplier of repair parts and other accessories into a provider of 
services, including those associated with Vehicles. 

 
The activities of RENAULT which might lead to the processing of personal data as set out in this Policy are as 
follows: 



 

 

- The sale of accessories and services, including those linked to Vehicles, such as  Connected Services that 
provide a better driving experience (hereinafter referred to as “Products and/or Services”); 
- Administration of customer user accounts, enabling customers to make full use of the Connected Services 
linked to their vehicles (MY Renault, MY Dacia, MY Alpine, etc.); 
- Your interactions with Renault’s websites. 

A.4. What entities are included under the expression Renault Group?   

The Renault Group is made up of companies that do business in France and/or internationally, each 

specialising in a particular field, such as: i) the distribution of Vehicles and Services in the countries  where the 

Renault Group operates, and/or the creation and development of new services (hereinafter the 

“Renault Sales Subsidiaries”); ii) offering financial products under the “Mobilize Financial Services” 

brand, such as long-term leasing, personal contract purchases, insurance, etc. (hereinafter the 

“Renault Financial Subsidiaries”); and iii) in its capacity as a vehicle manufacturer, determining the 

distribution strategy for Vehicles and/or Services.  

A.5. How does Renault distribute its Vehicles and/or Services? 

To distribute its Vehicles and/or Services in the various geographical territories where the Renault Group does 

business, RENAULT s.a.s. relies on: 

- The Renault Sales Subsidiaries. The Renault Sales Subsidiaries consist of a Primary Network and a Secondary 

Network, which together form Renault’s authorised sales network (hereinafter the “Renault Sales Network”). 

- The Independent Sales Network, which consists of companies that are not part of the Renault Group, but 

with which we have entered into exclusive distribution agreements for Renault Vehicles and/or Services—such 

as repair, maintenance, and safety services—within their designated geographical areas. 

Therefore, depending on the country where you are located, you may purchase Vehicles, Products and/or 

Services from the Renault Sales Network or the Independent Sales Network, which together are referred to in 

this Policy as the ”Renault Distribution Network”. 

SECTION B. What is the purpose and scope of this Policy? 

B.1. Purpose of this Policy  
 
The purpose of this Policy is to enable our Customers to understand, in a clear, concise and accessible manner, 
how their personal data is used, what commitments we make and which measures we implement to ensure 
that their personal data is protected, what rights Customers have, and how Customers may exercise such 
rights.  
 

To learn more about the Renault Group’s personal data protection commitments, please click here.  

If necessary, this Policy may be supplemented by additional personal data protection information notices. 
 
B.2. What processing does this Policy apply to? 
 
Processing not covered under this Policy  
 
This Policy does not apply to the processing of personal data:  

 relating to business customers who purchase Vehicles for resale in connection with a business activity 
and/or for their business use; 

 relating to recruitment candidates (the Renault Group’s policy can be accessed  here)); 

 relating to employees and/or other personnel, in particular those of the Renault Distribution 
Network; 

https://www.renaultgroup.com/tous-nos-sites/
https://www.renaultgroup.com/tous-nos-sites/
https://www.renaultgroup.com/nos-engagements/le-groupe-renault-et-vos-donnees-personnelles/
https://www.renaultgroup.com/talent-your-personal-data/


 

 

 carried out jointly by Renault and any of the Renault Sales Subsidiaries. Information on the joint 
processing we carry out with Renault Sales Subsidiaries is available on their respective websites (see 

the directory available here);   
 carried out as independent controllers by i) the Renault Distribution Network, ii) the Renault Sales 

Subsidiaries, and iii) Third Parties not belonging to the Renault Group.  
 
Processing covered under this Policy 
In this Policy, we describe the personal data processing RENAULT s.a.s. carries out in its capacity as the parent 
company of the Renault Group in connection with (i) its definition of the distribution strategy, (ii) its activities 
as an automobile manufacturer, including the provision of Connected Services and/or its support activities, 
and (iv) the monitoring and guidance of its Sales Subsidiaries. 
 
In this capacity, RENAULT s.a.s. may act: 

 as an independent controller; or  

 as a joint controller with: 

 certain partners, which are Third parties not belonging to the Renault Group,  

 certain Renault Subsidiaries. 

 
More specifically, this Policy provides information on the following topics: 

 
1- WHO PROCESSES YOUR PERSONAL DATA?  
2- WHAT PERSONAL DATA DO WE PROCESS?  
3- WHAT IS YOUR PERSONAL DATA USED FOR?  
4- WHO HAS ACCESS TO YOUR PERSONAL DATA?  
5- WHAT ARE YOUR RIGHTS?  
6- HOW IS YOUR PERSONAL DATA SECURED? 
7- UPDATES TO THIS POLICY 
8- USEFUL DEFINITIONS  
 
 

 
1- WHO PROCESSES YOUR PERSONAL DATA?  

 
 
For the purposes of this document, “Renault”, “we”, and variants thereof refer to RENAULT s.a.s. acting as 
controller, within the meaning of the applicable personal data laws.  
 
RENAULT s.a.s. is located in France, at 122-122 bis avenue du Général Leclerc, 92 100 Boulogne-Billancourt. 
The contact details of its Data Protection Officer are: RENAULT s.a.s., Data Protection Officer, API: FR BLN CRI 
1BW, 122-122 bis avenue du Général Leclerc, 92 100 Boulogne-Billancourt, France, and dataprotection-
com@renault.com. 

 
 

 
 

2- WHAT PERSONAL DATA DO WE PROCESS?  
 
 
As a general rule, we undertake to collect only such personal data as is relevant and appropriate for each of 

the purposes for which we process it (see Section 3 – WHAT IS YOUR PERSONAL DATA USED FOR?). 

In this section, we explain the circumstances in which your data is collected and the categories of data we 

collect. 

https://www.renaultgroup.com/nos-engagements/le-groupe-renault-et-vos-donnees-personnelles/


 

 

2.1. Collecting personal data from you 
 
We collect your personal data, in particular when: 

- You visit one of our websites, which may use cookies, other tracking tools, and non-tracker 
technologies; 

- You contact us (*) using an online form, email, telephone, live chat, voice assistant or any other 
method; 

- You take part in a competition or an event, or subscribe to one of our newsletters, 
- You purchase a Vehicle or a Service (maintenance, repair, warranty, connected services), 
- You use a Connected Vehicle;  
- You reply to one of our studies or satisfaction surveys, 
- You create a user account to access our services from your computer or smartphone,  
- You engage with us on the social media pages that we administer (such as on Facebook, Instagram, X 

(formerly Twitter), Snapchat, TikTok, Pinterest, LinkedIn, and YouTube), for example by clicking the 

“Like”, “Share” or “Tweet”, and “Comment” buttons on Facebook, Instagram, or X (formerly Twitter), 

which may result in personal data being collected and exchanged between the social media platforms 

and us.  

 
(*) In this case, where required by the laws applicable in your country, the data necessary to process your 
request or to fulfil a contractual or legal obligation will be identified on the data collection forms, for example 
with an asterisk. If you do not wish to provide these data, it is likely that we will not be able to process your 
request or provide the relevant services. Other information is collected to help us better understand your needs, 
in particular so we can send you personalised marketing messages as you browse online. As a result, such 
information is optional. 
 
In all cases, we encourage you to keep us regularly informed in writing of any changes concerning your 
personal data. 
 
The personal data we collect is contingent on our interactions with you and may include information 
concerning:  

 Your identity and contact details (first and last name, postal address, email address, telephone 
number, etc.), which may be collected when you use our apps, such as MYRenault, MYDacia, and 
MYAlpine;  

 Data relating to your personal circumstances, for example when you adjust your Vehicle settings 
(heating, charging, etc.), and/or your professional situation (family status, occupational category, 
etc.);  

 your payment and transaction data (type of payment, means of payment, discount granted, date of 
purchase, invoice, total amount, etc.), 

 data relating to our business relationship, in particular our interactions and contracts (order history, 
after-sales interventions, service contracts such as for Connected Services,  competitions, interactions 
with our customer service, etc.), 

 your Vehicles identification data (VIN, brand, model, registration number, chassis number, etc.), 

 Subject to your consent where required by law, your location data (for example, information on your 
position if the emergency call system is activated); 

 Information about the use of the Vehicle (mileage, journeys, use of multimedia systems and other 
functions, such as Vehicle locking/unlocking, status of the doors (locked/unlocked) and windows, tyre 
pressure, oil level, status of the climate control system, lights and parking brake, outside temperature, 
etc.) and, if applicable, information about the battery (charge level, etc.); 

 If you have a connected Vehicle, data used to control the Vehicle and, if applicable, its battery 
(locking/unlocking, pre-conditioning, programming of battery charging, etc.), information about fuel 
level and driving patterns (use of controls, acceleration, braking, etc.), and data required for 
Connected Services and in-vehicle apps; 

 If you have a Charging Point, data relating to its use (start and end times of charging, duration, energy 
delivered, charging history), installation and technical specifications (maximum and instantaneous 
charging power);  



 

 

 data necessary to carry out loyalty, marketing, research and/or survey activities (for example, your 
preferences regarding Vehicles, the rate at which our messages are opened, etc.), 

 data concerning your digital profiles (online accounts), 

 data concerning the use of our websites and mobile applications, as well as our communications 
(number of visits, pages visited, messages opened, etc.), 

 In very specific cases requiring enhanced identity verification (for example, when linking your Vehicle 

to your account or enabling Vehicle connectivity), we may request additional information, such as 

your national identity card and, where applicable, your vehicle registration certificate, together with a 

brief video of your face in connection with a biometric identity verification process. 

 
2.2. Data collected from Renault Subsidiaries and/or the Renault Distribution Network  
 
a) Personal data we collect through Renault Subsidiaries 
 
We may obtain information about you indirectly through Renault Subsidiaries. 
 
You will be informed in advance of any data transfers and, where required by law, we will obtain your consent 
(for example, to waive the professional confidentiality that may apply to the Renault Financial Subsidiaries, or 
to receive marketing communications), or you will be given prior notice enabling you to object to such 
transfers. 
 
b) Personal data we collect through the Renault Sales Network 
 
Subject to applicable laws, we may collect data about you through our Renault Sales Network. This includes 
your contact details, information about your Vehicle and any work performed on it by the Renault Sales 
Network (e.g. repair and/or maintenance history, workshop visits, accessories purchased for the Vehicle, etc.), 
as well as information enabling us to track the history of our relationship with you (your contracts, any 
discounts you have been granted, complaints submitted, and your marketing preferences, including the 
communication channels through which you wish—or do not wish—to be contacted).  
 
Sharing this information enables us (i) to provide you with services tailored to your needs within optimal time 
frames, taking into account the history of your interactions with the Renault Sales Network and (ii) to measure 
and manage the Renault Group’s financial and business performance, including assessing the profitability of 
the Group’s activities in order to optimise our operational and sales processes (for example, by cutting costs, 
reducing medium- and long-term financial risks, etc.), and making sound strategic decisions for our sales and 
distribution activities. 
 
c) Personal data we collect through the Independent Sales Network 
 
The circumstances in which the Independent Sales Network shares your personal data with Renault are 
limited, as it acts as an independent controller for the personal data it collects—for example when you use its 
website, particularly to request information about a Vehicle and/or Services, when you purchase a Vehicle 
from our Independent Sales Network, or when it sends you marketing communications with your consent.  
 
However, when you purchase a Vehicle from our Independent Sales Network that requires repairs covered by 
the Renault manufacturer’s warranty, the Independent Sales Network shares with Renault the vehicle’s unique 
identification number and the part numbers of other Vehicle components (which may be linked to you as the 
owner or lessee) in order to obtain reimbursement for its costs (for example, for the replacement of Vehicle 
parts and/or accessories under warranty, labour costs incurred to replace or repair parts under warranty, etc.). 

 
2.3. We collect personal data through Third Parties not belonging to the Renault Group and/or the 
Renault Distribution Network 
 
We may obtain data about you from Third Parties not belonging to the Renault Group and/or our the Renault 
Distribution Network (hereinafter “Third Parties”) only after they have informed you and provided that they 



 

 

have obtained your prior consent, whenever such consent is required under the regulations. These Third 
Parties may include in particular: 

- private database publishers, in cases where you have agreed to provide your personal data; 

- public database publishers (open data), subject to applicable re-use rights (e.g. public registers, online 

journals, public directories, etc.);  

- third-party service providers (in particular third-party services (namely Brandwatch, under its privacy 

policy https://www.brandwatch.com/fr/legal/user-privacy-policy/, SprinklR, under its privacy policy: 

https://www.sprinklr.com/privacy/ and Facelift, under its privacy policy: https://facelift-

bbt.com/en/data-protection) in order to collect information on your opinions posted on the Internet 

regarding our brands, our Products and our competitors’ Products, your feedback on the quality of 

our Products and Services, as well as various related specific topics (new Renault partnerships, in 

particular in the context of events, e.g. sporting events, the launch of new Products and/or Services, 

etc.), for example (i) on social media (i.e. Facebook, Instagram, X (formerly Twitter), YouTube, Quora), 

(ii) on publicly accessible websites (e.g. Reddit, online press and news sites), and (iii) by other means, 

such as television, radio and/or print newspapers. This allows us to know and better understand your 

needs so as to optimise our decisions regarding our marketing strategies for our Products and/or 

Services, or to improve the quality our Products and Services. Notwithstanding this, such data will 

never be used for the purpose of carrying out marketing campaigns; 

- in France only: the provider of the Mobilize brand electricity contract, and The Mobility House GmbH, 

for the purposes of activating the Mobilize Power V2G bidirectional charging service (hereinafter 

“Mobilize Power Service”) in the My Renault app; 

- business partners, in cases where you have been duly informed and have not issued an objection 

relating thereto, or subject to your consent whenever such consent is required.   

 

 
3- WHAT IS YOUR PERSONAL DATA USED FOR?  

 
We provide you with explanations on the context in which your data is collected, the purposes for which we 
process it, and the length of time for which we retain it. 

 
3.1 – The objectives we pursue when processing your personal data  
 
In the course of our dealings, and depending on the context in which your personal data is collected, we may 
use your data for the following purposes: 
  
A – Managing our initial contacts 

B – Managing our business relationship  

C – Administering the services available through your connected vehicle and its in-vehicle apps 

D – Conducting studies and analyses 

E – Managing our marketing operations  

F – Managing our legal activities and regulatory obligations 

 

 

 

 
A – Managing our initial contacts  
 

https://www.brandwatch.com/fr/legal/user-privacy-policy/
https://www.sprinklr.com/privacy/


 

 

Objectives Legal basis 
Monitoring visits to our internal websites and mobile 
apps, as well as to the websites and/or mobile apps that 
we operate, ensuring they function properly, and 
maintaining their security. 
 

This processing is carried out on the basis of 
your consent to cookies being placed or read 
on your device (see our Cookies Policy), and on 
our legitimate interest (providing you with 
secure websites and apps). 
 

Measuring and analysing browsing activity and 
interactions on our social media accounts (e.g. our “fan 
pages”) and/or on our sites which include social 
networking modules (e.g.: “Like”, “Share” or “Tweet”, or 
“Comment”) to manage the promotion of our activities. 

This processing is carried out on the basis of the 
contractual relationship you have as a user of 
our social media accounts (such as Facebook, 
Instagram, LinkedIn, TikTok, Pinterest, 
YouTube, etc.) and/or our websites and/or 
applications that include social networking 
modules (such as the Facebook “Like” button). 
 
We act as an independent controller. We are 
required to jointly carry out with such Third 
Parties the collection and transfer of your data 
when we integrate social networking modules 
on our websites, social media pages or 
applications (to consult the key provisions of 
the joint controller agreement with Facebook, 
click here). Joint responsibility does not extend 
to data processing performed by these Third 
Parties after the data has been transferred (for 
example, to improve their advertising system), 
which is carried out in accordance with their 
respective data protection policies (available 
here: Facebook, Instagram, X (formerly 
Twitter), Snapchat, TikTok, Pinterest, LinkedIn 
and YouTube). 

Responding to your requests for information about our 
Products and Services. 
 

This processing is carried out on the basis of the 
pre-contractual relationship established by 
your request. 
 
We act as an independent controller.  

 
(*) 
Facebook:  Controller Addendum 

https://www.facebook.com/legal/controller_addendum?_sm_byp=iVVWVv1D3sDnQJV5 
Instagram:  https://privacycenter.instagram.com/policy 
X (form. Twitter):  https://x.com/fr/privacy 
Snapchat:  https://values.snap.com/fr-FR/privacy/privacy-policy 
Tik Tok:   https://www.tiktok.com/legal/page/eea/privacy-policy/fr 
Pinterest:  https://policy.pinterest.com/en-gb/privacy-policy 
LinkedIn:   https://www.linkedin.com/legal/privacy-policy?trk=homepage-basic_footer-privacy-policy 

 
B – Managing our business relationship  
 

Objectives Legal basis 
Administering your contracts 
(providing our services) 

This processing is based on the performance of the contract you 
have entered into with us. 
 

Managing your user accounts (such 
as synchronising your application 
with the Vehicle) and authentication 
methods (e.g. ID Connect) 

This processing is based on the performance of the contract you 
have entered into with us. 

https://www.renaultgroup.com/en/cookies/
https://www.facebook.com/legal/controller_addendum?_sm_byp=iVVWVv1D3sDnQJV5&_sm_au_=iVVZRjGfqs34WkKsB4C8NKHvQ2WLF
https://www.facebook.com/about/privacy
https://privacycenter.instagram.com/policy/
https://x.com/en/privacy
https://values.snap.com/fr-FR/privacy/privacy-policy
https://www.tiktok.com/legal/page/eea/privacy-policy/fr
https://policy.pinterest.com/en/privacy-policy-2016
https://fr.linkedin.com/legal/privacy-policy?
https://www.youtube.com/howyoutubeworks/our-commitments/protecting-user-data/


 

 

 

Managing your participation in 
forums and communities 
 

This type of processing is based on your consent 

Managing your claims This processing is based on our legitimate interest (prevention of 
legal actions) 
 

Managing our satisfaction surveys, as 
well as handling and responding to 
your feedback, in order to improve 
customer satisfaction and enhance 
our existing Products and Services 
 

This type of processing is based on our legitimate interests 
(improving our products and services) 
 

Managing our consolidated customer 
database  to ensure the reliability of 
our data  

This processing is carried out on the basis of our legitimate interest 
(maintaining an up-to-date and comprehensive view of customer 
data) 

Recalling (*) a Vehicle due to a quality 
issue 
 
(*) Please note that we act as the 
controller for this processing only if 
you are a customer of our 
Independent Sales Network. 

This processing is carried out on the basis of our legal obligations 
(laws concerning defective products and general product safety) 
and our legitimate interest (ensuring the quality of our products) 
 

Improving quality in the handling of 
your requests by our call centres  

This processing is based on our legitimate interest (*) (better 
responding to your requests, providing training and/or evaluating 
our staff, etc.) 
 
We act as an independent controller. 
 
(*)You may nevertheless object to such processing at any time and 
without reason 

Sending you, at your request, 
information on real driving emissions 
(RDE) 

This processing is carried out on the basis of our legal obligations 

Verifying your identity remotely 
(using biometric or other verification 
methods) so you can activate or 
subscribe to our services 
 

This type of processing is based on your consent  
 

 

 
C – Administering the services available through your connected vehicle and its in-vehicle apps  

 
Objectives Legal basis 

Activating and providing you with Connected 
Services and in-vehicle apps, administering your 
accounts and related contracts and, if necessary, 
taking the required steps before they are entered 
into 

This processing is carried out on the basis of the 
performance of the contract you have entered into 
with us and, if relevant, on the pre-contractual 
measures taken at your request 
 

Improving and developing our Products and/or 
Services and those of our partners, which are Third 
Parties not belonging to the Renault Group  

This type of processing is based on your consent 

Complying with our legal and/or regulatory 
obligations 

This processing is carried out on the basis of our legal 
and/or regulatory obligations under national or 
European provisions  

Ensuring the cyber security of systems This processing is carried out on the basis of our 



 

 

legitimate interest (providing you with secure 
systems) 
 

Keeping you safe on the road (collision alerts, lane 
departure warnings, speed limiter, and automatic 
emergency braking) 

This processing is carried out on the basis of the 
performance of the contract you have entered into 
with us or on our legal obligations 

Providing you with diagnostic, servicing and 
maintenance services for your Vehicles, systems 
and maps (alerts regarding Vehicle operation, 
technical inspection reminders, remote software 
updates, proactive maintenance (*), predictive 
maintenance (**), etc.) 
 
Please note that (*) and (**) do not apply if you are 
a customer of our Independent Sales Network. 

This processing is based on the performance of the 
contract you have entered into with us. 

1. Connected Services and in-vehicle apps 

To enjoy a unique driving experience, you have subscribed to innovative services offered by Renault, which 
require the collection of your personal data. These services are available, as applicable, via your mobile app 
and/or your Vehicle’s multimedia display, and may vary depending on your profile, the Vehicle’s model, 
version and features, and the country of use.  

For Renault brand vehicles, you can obtain additional information about the personal data processed, the legal 
basis for such processing, and the data retention period for each specific Connected Service on our dedicated 

Connected Services page: https://www.renault.co.uk/renault-connect/connected-services-data.html    
 
Please note that certain Connected Services require the collection of location data (for example, the “Vehicle 
Location” service). Renault places the utmost importance on protecting the confidentiality and security of such 
location data.  
 
In addition, if location data is processed on the basis of consent (for example, to improve the products and 
services of Renault and/or its partners), your consent will be requested specifically via the Vehicle’s 
multimedia display and/or your mobile app. You may choose to withdraw your consent to the collection of this 
data; however, please be aware that doing so may prevent you from accessing your Connected Services in 
whole or in part. 
   
In addition, certain Connected Services (or in-vehicle apps) to which you may have subscribed require the use 
of services provided by Google, one of the Renault Group’s third-party partners.  
 
Depending on the model, version and features of the Vehicle, as well as the country of use, you may be able to 
subscribe to the Navigation and/or Infotainment Packs. 
 
The Navigation Pack provides access to the Google Maps navigation app via the Vehicle’s openR link main 
screen and dashboard, as well as to the Google Assistant app, which allows you to control navigation, activate 
vehicle functions, and obtain information using voice commands without taking your eyes off the road. This 
pack also allows you to download apps from Google Play via the Vehicle’s openR link main screen. 
 
The Infotainment Pack allows you to use apps downloaded from Google Play (such as media and audio 
streaming apps) on the vehicle’s openR link main screen. 
 
Additional information on Google’s processing of your personal data is available in its privacy policy at the 
following address: https://policies.google.com/privacy?hl=en-UK.   
 
Finally, when one of your Connected Services is about to expire, we will notify you via your Vehicle’s screen 
and/or mobile app and offer the option to renew it. 

https://www.renault.co.uk/renault-connect/connected-services-data.html
https://policies.google.com/privacy?hl=en-UK 


 

 

 

2. Improving and developing products and/or services  
  
Your data may also be collected to help us develop and improve Renault’s Products and/or Services and those 
of the third-party partners of the Renault Group. Collecting this data allows Renault to update the services it 
offers, ensuring that you have access to the latest innovations and technological developments in the 
automotive sector. This data, which is collected on the basis of your consent, includes Vehicle location, 
technical, and usage data.   
 
When this data is processed, appropriate technical measures are applied (such as pseudonymisation and/or 
anonymisation) and the data is kept as follows: 

- To improve and develop Renault and Ampère Products and Services: for a period of eight years, 
except for location data, which is kept for three years. 

- To improve and develop the Products and Services of third-party partners of the Renault Group: for a 
period of two years. 

 
To protect your privacy, we anonymise your data whenever possible, preventing any re-identification and/or 
applying measures to minimise the risk of re-identification. 
 
In particular, certain personal data collected to provide Connected Services may, with your prior consent, be 
shared with third-party partners of the Renault Group for the purpose of improving and developing their 
products and services. Sharing this data also enables them to actively contribute to road infrastructure and 
road traffic improvements, as well as to mobility services developments.  The categories of third-party 
partners of the Renault Group with whom we share certain data are listed below: 

- Automotive equipment suppliers 
- Energy suppliers  
- Mobility service providers  
- Local authorities 
- Mobility authorities 
- Road infrastructure managers 
- Data brokers 
- Software developers and virtual assistant providers  

 
To learn more about the third-party partners of the Renault Group, please refer to the information provided 
here. 

 
3. Compliance with our legal and/or regulatory obligations 

 
In its capacity as a vehicle manufacturer, Renault may collect personal data about you in the Vehicle that is 
strictly necessary to achieve the objectives of various statutes and/or regulations (eCall (Emergency Call), 
OBFCM, EDR, French Mobility Policy Law (LOM), ISA, etc.).  
 
In particular, under the European OBFCM (On-Board Fuel Consumption Monitoring) regulation, Renault 
collects usage and technical data from on-board devices that monitor fuel and/or energy consumption in new 
passenger Vehicles, and reports them to the relevant European authorities. However, if you are the owner of 
the Vehicle, you can object to this data collection by referring to Section 5 of this Policy “WHAT ARE YOUR 
RIGHTS?”    

 
 

4. Activating and suspending your services 
 
Information about activating Connected Services in your Vehicle, sharing your data, and suspending data 
sharing is available here. 
 
You can change your privacy preferences and settings for these purposes.  
 

https://cdn.group.renault.com/privacy-policy-renault-sas/privacy-rsas-tiers-vehicule-data.pdf
https://www.renault.co.uk/renault-connect/data-activation.html


 

 

We are committed to safeguarding your privacy, but please be aware that it is your responsibility to inform any 
other user or buyer of the Vehicle of the conditions under which Renault processes their data. 
 

 
 
D – Conducting studies and analyses  

We conduct studies and analyses to measure our performance, evaluate the quality of our products and 

services, and assess the level of customer satisfaction, and to ensure their continuous improvement.  

Objectives Legal basis 
Contacting you to take part in studies in 
connection with the development of new 
products and services, and for the purpose 
of assessing our brand image 
 

This type of processing is based on your consent 
 
 
 
 
 

Carrying out analyses to evaluate our sales 
performance, in particular the effectiveness of 
our marketing operations 
 

This processing is based on our legitimate interest 
(evaluating the performance of our activity) 

Conducting research and development of new 
products and services 
 

This type of processing is based on our legitimate 
interests (improving our products and services) 
 
In France only: we may carry out this processing jointly 
with The Mobility House and Enedis for the purposes of 
the experimental Public Electricity Network Access Tariff 
(TURPE) for the Mobilize Power V2G service (the key 
provisions of the joint processing agreement are available 
by clicking here). 

Ensuring the quality of our Vehicles and spare 
parts, in particular through studies focusing on 
incidents and durability 
 

This processing is based on our legitimate interest 
(improving our products) 

Carrying out analyses to improve customer 
satisfaction  

This type of processing is based on our legitimate 
interests (improving our products and services) 
 
 

Performing analyses to monitor (and report), 
measure and optimise our operational and 
financial performance  

This processing is based on our legitimate interest 
(improving the performance of our business) 

 

 

 

E – Managing our marketing operations   

Objectives Legal basis 
Organising competitions, events, and referral 
programmes 
 

This processing is based on the contract (acceptance 
of the rules) 
 

Conducting advanced analytics to improve our 
knowledge of our Customers and our market 

This processing is based on our legitimate interest 
(identifying, from the behaviour of our customers and 
prospective customers, their future expectations 

https://cdn.group.renault.com/ren/fr/transversal-assets/donnees-personnelles/DOC_4_FR_Privacy_Joint_Controller_Arrangements_ELTO_VOCT24.pdf


 

 

regarding our Products and/or Services) 
 

 
 

F – Managing our legal activities  

 

Objectives Legal basis 

Managing our litigation, pre-litigation, out-of-court 

settlement, safety and regulatory matters  

 

This processing is based on our legitimate interest 

in monitoring our legal cases, and in certain 

instances may be based on our legal obligation to 

retain and provide information to the competent 

authorities 

Handling any personal data rights requests you may 
submit (see Section 5 “WHAT ARE YOUR RIGHTS?”).      
 
 

This processing is based on our legal obligations 
and may require the verification of your identity 
 

Complying with our legal obligations under the 
statutes and regulations in force 
 

This type of processing is based on our legal 
obligations  

 

we undertake or participate in a merger, acquisition, restructuring, disposal of assets, or bankruptcy or 
insolvency proceedings, you will be notified prior to any transfer, sale or disposal of all or part of our assets 
(which include in particular personal data of Customers and/or prospective customers) carried out in 
connection with such operations.  

 
3.3 – Length of time we retain your data 
 
In accordance with the regulations, we undertake to retain your personal data only for as long as is necessary 
to achieve the objective pursued, to meet your needs, or to comply with our legal obligations.  
 
To determine this period, we take into account in particular the following factors:  

 the term of your contract,  

 the time needed to process your request or complaint, 

 the length of time your user account remains open, unless it remains inactive for 3 years, 

 your interest in our brands, as reflected in your interactions with our services, 

 the need to retain a certain history of your interactions with us for the proper management of our 
business relationship, it being understood that this period will vary in particular depending on 
whether you have purchased a Connected Service, created a customer account, or only interacted 
with us without entering into a contract with us, 

 our legal or regulatory obligations (this is particularly the case for technical data relating to our 
Vehicles). 

 
Once your personal data is no longer required, it is deleted from our systems and records or anonymised so 
that you can no longer be identified. Notwithstanding the foregoing, we may retain certain personal data in 
archive form in order to be able to respond to any legal action, for the duration of the limitation period 
provided for by the applicable legislation. 
 

 
4- WHO HAS ACCESS TO YOUR PERSONAL DATA?  

 
4.1 – Certain Renault Group subsidiaries  
 



 

 

Subject to applicable obligations, we may share your personal data within the Renault Group with certain 
Renault Subsidiaries, which will process it in accordance with their own data protection policies for the 
following purposes:  

- updating your data and/or acquiring additional information relating to our customers for the 
purposes of direct marketing, including tailored marketing, in accordance with the applicable legal 
requirements on marketing,  

- enhancing our understanding of our customers (e.g. new preferences) and/or the automotive market 
(e.g. identifying emerging needs and opportunities); 

- measuring and managing the financial and economic performance of the Renault Group, including 
measuring the profitability of Renault Group activities in order to optimise our general and sales 
processes (e.g. reducing costs, limiting medium- and long-term financial risk, etc.) and to take relevant 
strategic decisions regarding our sales and distribution activities. 

- providing Renault customers with a single authentication method for the various apps and/or 
customer areas of our brands; 

- in France only: taking the steps necessary to activate the Mobilize Power bidirectional charging 
service (hereinafter “Mobilize Power Service”).  

 
Data sharing with these Renault Subsidiaries is governed by one or more contracts, which stipulate that they 
must: (a) provide a level of protection for your personal data equivalent to the commitments made by the 
Renault Group; (b) inform you in accordance with applicable data protection laws; and (c) process the data 
shared solely for the purposes listed above. 
 
For information on how to object to the sharing of your data with Renault Subsidiaries, see Section 5 below. 

 

4.2 - Independent Sales Network  
 
As a vehicle manufacturer, we have a duty to inform you and take appropriate action if a recall or service 
campaign is necessary. This requires that we monitor our Vehicles, Products and Services. We may therefore 
share personal data (such as your Vehicle’s unique identification number) with the Independent Sales Network 
if you have purchased a Vehicle and/or a Product or Service through them.  
 
In such cases, we share your personal data with our Independent Sales Network so they can notify you quickly 
and can help ensure compliance with legal safety obligations, as well as so they can take part in any actions we 
initiate and/or require in our capacity as vehicle manufacturer. 

 
 
4.3 – Service providers acting on our behalf  
 
To process some or all of your personal data for the purposes indicated above, we may appoint companies 
acting on our behalf as data processors, in accordance with our contractual instructions.  
These include in particular: 

- IT providers responsible for hosting, operating or maintaining our databases, websites and mobile 
applications,  

- providers offering authentication management services, 
- providers of identity verification services (using biometric or other verification methods); 

- authorised providers operating in the banking sector (*) that provide us, on our websites and/or 
applications where necessary, with remote payment solutions and/or recurring payment 
management (e.g. subscriptions, etc.), 

- providers of customer relationship management services (e.g. call centres, communication tool 
suppliers, etc.); 

- providers responsible for supplying services relating to our marketing, in particular sending sales 
offers, organising competitions, events, and/or carrying out studies and surveys. 

- service providers responsible for managing your charging sessions based on the schedule configured 
in your My Renault app (**). 

 

https://www.renaultgroup.com/nos-engagements/le-groupe-renault-et-vos-donnees-personnelles/
https://www.renaultgroup.com/nos-engagements/le-groupe-renault-et-vos-donnees-personnelles/


 

 

(*) Except for processing activities that these service providers are required to perform under their own legal 
obligations in connection with a payment you initiate on one of our websites and/or apps (in particular, 
obligations to verify the source of funds in accordance with anti-money-laundering, counter-terrorist financing 
and anti-fraud directives). For such processing, these Service Providers act in accordance with their own data 
protection policies.  
(**) Except for processing activities that these service providers are required to perform under their own legal 
obligations and those necessary to provide a service for which you have contracted directly with them (e.g. an 
electricity supply contract). 
 
Finally, you are informed that certain Renault Subsidiaries may act as data processors, processing your data 
according to the instructions we give them. In particular, the following act as data processors: 

- Certain Renault Subsidiaries providing services (for example, invoicing or IT services)  
- Our Renault Sales Network when acting on our behalf. 

 
In any event, we ensure that we only work with trusted partners, that these relationships are secured 
(contracts, audits, safeguards, security tests, etc.), and that only those persons duly authorised to process your 
personal data in view of their position and duties are permitted to do so. 

 
4.3 – Entities not belonging to the Renault Group (“Third Parties”) 
 
Sharing of data with or by Third Parties   

 

In certain cases, we may share some of your personal data with Third Parties not belonging to the Renault 

Group, and Third Parties not belonging to the Renault Group may also share some of your personal data with 

us. In both cases, either we or these Third Parties inform you of this sharing and ask for your consent prior to 

the sharing, or enable you to object, whenever so required by the regulations. We enter into agreements with 

each of these Third Parties, setting out our respective obligations and responsibilities in the processing of your 

personal data, in accordance with the requirements laid out in the applicable regulations.  

 

Role of these Third Parties not belonging to the Renault Group in the processing of your data: 

 

Under our agreements with these Third Parties not belonging to the Renault Group, we act in different roles 

and carry out different responsibilities in the processing of your data, for example:  

 

● With regard to the collection of data from visitors browsing Renault Group websites and 

applications and the transfer of such data to Third-Party partners, we act as a joint controller 

alongside our partners who place cookies on our websites or who use non-tracker technologies. The 

Third-Party partners of the Renault Group are listed in our Cookies Policy. The privacy policies of 

these Third-Party partners are available on their websites. 

With regard to the analysis of the data collected and any subsequent processing, both we and our 

Third-Party partners act as independent controllers. For example, social media platforms such as 

Facebook may carry out activity reporting and statistics in anonymised form based on visits to the 

“fan page” for the purposes of managing the promotion of Renault’s business, as well as use them to 

improve their advertising system.  

For more information on how the Meta group (e.g. Facebook) processes your data, including the legal 

basis and how to exercise your rights with Meta, please refer to Meta’s privacy policy: 

https://www.facebook.com/privacy/policy  

For additional information about how the Google group processes your data, see Google’s privacy 

policy at: https://policies.google.com/privacy?hl=en-UK  

 

https://www.renaultgroup.com/en/cookies/
https://www. facebook.com/privacy/policy
https://polici es.google.com/privacy?hl=fr


 

 

● To display content that may be of interest to you in advertising on the platforms of the Renault 

Group’s Third-Party partners that you may visit after browsing our websites and/or apps, we may act 

as a joint controller with these Third-Party partners.  

 

● In France only: when you subscribe to and activate the Mobilize Power service, we act as an 

independent controller together with our partner The Mobility House GmbH, which processes your 

data for the purposes of entering into and managing the Mobilize brand electricity contract, in 

accordance with its personal data protection policy: https://mobilityhouse-

energy.com/int_en/privacy-policy. 

 

4.4 – Authorised Third Parties 

 

We may also be required to share certain data concerning you with Authorised Third Parties (i.e. authorities, 

administrative authorities and/or bodies which have been empowered by legislative or regulatory provisions 

to require that we disclose documents or information containing personal data) in order to comply with legal 

obligations or administrative or judicial decisions. 

 
 

 
5- WHAT ARE YOUR RIGHTS?  

 
5.1- Your rights 
 
You have several rights under personal data protection regulations: 
 
The right to object to the processing of your personal data, subject to providing reasons relating to your 
particular situation, and the right to request the restriction of the processing of your personal data in certain 
cases provided for by the regulations. Where applicable, we will no longer process such personal data unless 
we have compelling legitimate grounds to do so which override your interests, rights and civil liberties, or if 
the processing is necessary for the establishment, exercise or defence of legal claims. 
 
The right to object to any direct marketing: you may at any time request to stop receiving our 
communications relating to our offers, news and events. This right may in particular be exercised via the 
unsubscribe link included in each marketing email.  You may also object to being subject to profiling 
associated with such marketing communications. 
Under the laws applicable in your country, you may have the right to register with a telephone marketing opt-
out list, designed to prevent unsolicited sales calls. In France, for example, you can register, free of charge, 
with the Bloctel opt-out list, administered by Opposetel, to avoid receiving marketing calls. 
 
The right to withdraw your consent at any time, for the purposes for which we obtained your consent. 
 
The right to be informed: you have the right to obtain clear, transparent and understandable information on 
how we use your personal data and on your rights. This Policy is one such example. 
 
The right of access to your personal data: you have the right to obtain information about the processing of 
your personal data (in particular the data that is used, all available information about the source of the data 
when you did not provide your personal data directly, the purposes for which we use it, the recipients and/or 
categories of recipients to whom your personal data has been transferred, the retention period we apply to 
your personal data, etc.) as well as a copy of your personal data. 
 
The right to rectification: you have the right to have your personal data rectified if it is inaccurate or 
incomplete, despite our efforts to keep it up to date, which allows us to comply with our obligation to hold 
accurate data about you. 



 

 

 
The right to data portability: this means that, under certain conditions, you have the right to receive the 
personal data that you have provided to us in a structured, commonly used and machine-readable format, and 
to have it transmitted to another controller where technically feasible. 
 
The right to erasure (or “right to be forgotten”): you have the right to have your data erased or deleted. This 
right may be limited in light of our contractual obligations (e.g. an ongoing contract) or legal obligations 
(notably where data must be retained in relation to legal claims). 
 
The right to restriction of processing: you have the right to exercise this right if (i) you wish to contest the 
accuracy of your personal data, or (ii) you need the data processed by Renault in order to establish or defend 
your legal claims and wish to prevent Renault from deleting it (for example, where the statutory retention 
period has expired and Renault no longer has operational reasons to retain such data, etc.). You are informed 
that you automatically benefit from this right when you have objected to processing based on Renault’s 
legitimate interest by providing reasons relating to your particular situation, for the time it takes to verify 
whether the legitimate grounds on which we rely for such processing override your interests, rights or civil 
liberties. 
 
Where applicable, the right to define directives, whether general or specific, concerning certain processing 
operations, for the retention, erasure and communication of your personal data after your death. You may 
modify or delete these directives at any time. You may communicate such specific directives to us by writing to 
the address indicated below.  
 
Finally, you have the right to file a complaint with your country’s competent data protection authority. We 
urge you to contact us before making any complaint, so that we can try to resolve your problem together. 

 
5.2- How can you exercise your rights? 
 
You can update your contact details directly in your user account (MyRenault, MyDacia, etc.). 
 
To exercise any of your rights, you may submit your request at any time by email to dataprotection-
com@renault.com, or by post to the following address:  RENAULT s.a.s., Data Protection Officer, API: FR BLN 
CRI 1BW, 122-122 bis avenue du Général Leclerc 92100 Boulogne-Billancourt, France. We may request certain 
information or documents (identity document, vehicle registration certificate) if we are unable to identify you 
or to identify your Vehicle data. 

 

 
6- HOW IS YOUR PERSONAL DATA SECURED?  

 

Your personal data is stored on secure servers.  We implement, and require that our processors and Third-

Party partners implement, appropriate security and data protection measures that are in line with the latest 

technologies.   

Whenever the processing of personal data involves its transfer, we ensure that such transfer is carried out 

under appropriate conditions guaranteeing a sufficient level of protection, security and confidentiality.  

When creating a digital account, you are required to set a password that meets our security standards; this 

requirement forms part of our privacy policy. You are responsible for keeping your password secret. 

Wherever possible, your data is processed within the European Economic Area (EEA). However, as some of our 
service providers or their processors are located in countries outside the EEA, your personal data is processed 
in those countries. Some of these countries may have data protection regulations that differ from those of the 
European Union. In such cases, we pay particular attention to ensuring that the transfer is carried out in 
compliance with the applicable regulations and that safeguards are put in place to ensure a level of protection 
of your privacy and fundamental rights which is equivalent to that offered by the European Union (in particular 
throughIf you send us a request to the address indicated in the section “WHAT ARE YOUR RIGHTS?”, we will 



 

 

provide you with additional information about these transfers, including the European Commission’s Standard 
Contractual Clauses.  
 

 
7- UPDATES TO THIS POLICY  

 
We may occasionally update this Policy. We therefore encourage you to consult it on each visit in order to 
familiarise yourself with the latest version. 

 

 
8 – USEFUL DEFINITIONS 

 
 
“Charging Point” means, for the purposes of this Policy, the charging points and other electric vehicle charging 
outlets marketed by Elto Holding, its subsidiaries or partners, depending on your country of residence, the 
specifications of which are set out in the purchase order signed by the Customer. 
 
"Joint controller" or "co-controller": these two expressions are synonymous. Whenever we indicate that we 
act as a joint controller jointly alongside one or more other legal entities, this means that we jointly determine 
with them how and why your personal data is used, either through a common decision or through separate 
but convergent decisions.  
 
“Personal Data” means any information about you that, either alone or in combination with other 
information, identifies you directly (such as your name) or indirectly (such as by reference to a unique 
customer number or your Vehicle’s unique identification number). 
 
"Renault Subsidiary": means the affiliated companies of RENAULT s.a.s., i.e. the legal entities controlled by 
RENAULT s.a.s. or under its direct or indirect control. "Control" means the power to direct the management or 
policies of such affiliated companies, either directly or indirectly and whether through ownership of voting 
securities or otherwise. 
 
"Renault Sales Subsidiaries": means the Renault Subsidiaries in charge of distributing Vehicles and Products 
and/or Services in the countries where the Renault Group operates. 
 
“Products and/or Services” means, individually or in combination, the Vehicle, the Vehicle’s accessories, and 
any warranty or Connected Services contracts associated with your Vehicle. 
 
“Renault Distribution Network” means both the Renault Sales Subsidiaries and the Independent Sales 
Network. 
 
"Independent Sales Network": means the legal entities not affiliated with RENAULT s.a.s. with which RENAULT 
s.a.s. has entered into exclusive distribution agreements for Vehicles, Products and/or Services within a 
specific geographical area. 
 
"Primary Network": means the dealerships, agencies or garages contractually bound to the Renault Sales 
Subsidiaries through a partnership agreement.  
 
"Secondary Network": means independent companies not belonging to the Renault Group, contractually 

bound to the Primary Network, most often through an agency, distribution or authorised repairer agreement.  

In this Policy, “Controller” means RENAULT s.a.s., the parent company of the Renault Group, which alone or 
jointly with others determines the purposes and means of the processing described in this document.  
 
"Processor": means any natural or legal person, public authority, agency or other body which processes 
personal data on behalf of and under the instructions of the Controller. As part of this policy, we remind you of 



 

 

the categories of activities involving the processing of personal data that we entrust to processors (see Section 
4.2 above for more information). 

 
"Connected Services": means paid or free intangible features made available to Vehicle owners or users, 
enhancing the driving experience, the relationship and the quality of service, through connectivity embedded 
in the Vehicle. This connectivity relies on the connection of the Vehicle to an external ecosystem operated by 
RENAULT S.A.S. and/or a Third Party. Connected Services are used in the Vehicle or via an application on a 
smartphone or tablet interacting with the Vehicle. In addition, certain Connected Services enable the Vehicle 
owner to access features provided by the manufacturer RENAULT s.a.s. or by Third Parties, the main purpose 
of which is to ensure the proper functioning of the Vehicle throughout its life cycle. 
 
"Third Parties": means, in a generic sense, entities that are not Renault Subsidiaries, such as business partners 
or our Sales Network. 
 
"Authorised Third Parties": means certain authorities that have the power to require organisations to disclose 
documents or information that may include personal data. 
 
"Processing": means any operation or any set of operations, carried out with or without automated means, 
applied to personal data or sets of personal data, such as collection, recording, organisation, structuring, 
storage, adaptation or alteration, extraction, consultation, use, disclosure by transfer, dissemination or any 
other form of making available, matching or interconnection, restriction, erasure or destruction. 
 
"Vehicle": means the vehicle(s) of the Renault Group brands, namely Renault, Dacia, Alpine and Mobilize 
Beyond Automotive, and in Korea, Renault Samsung Motors. 

 
 

*** 
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